COMPUTER NETWORKS

DATA COMMUNICATIONS

Data communications are the exchange of data between two devices via some form of transmission
medium such as a wire cable. For data communications to occur, the communicating devices must be
part of a communication system made up of a combination of hardware (physical equipment) and
software (programs). The effectiveness of a data communications system depends on four fundamental
characteristics: delivery, accuracy, timeliness, and jitter.

1. Delivery. The system must deliver data to the correct destination. Data must be received by the
intended device or user and only by that device or user.

2. Accuracy. The system must deliver the data accurately. Data that have been altered in transmission
and left uncorrected are unusable.

3. Timeliness. The system must deliver data in a timely manner. Data delivered late are useless. In the
case of video and audio, timely delivery means delivering data as they are produced, in the same order
that they are produced, and without significant delay. This kind of delivery is called real-time
transmission.

4. Jitter. Jitter refers to the variation in the packet arrival time. It is the uneven delay in the delivery of

audio or video packets.

3T TR & 390N o oI 3T & JTGeI-Yald & ATEIH o gidT ¢, o o grafAere shaol| 3er
AR gl & ToIU, FaR 3Ua0T geaddX (Hifdes 3ueeon) 3R @iFeaR (TEm) & e F §of TaR
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gred foRar S arfew AR dhaer 39 fBasd A1 ITAeTRdT gaRT Uied fRAT ST arfev|

2. Accuracy. BTcH I 3T F TG sk & FaRa a1 @fev] a1 S gafAes & s f&ar = §
3R 9= Sk fohv oI fer - § a8 3ot g

3. Timeliness- f@¥eH FI TFHT W 3T AT RN S & AT 911 3T IR &1 difsar 3k 3ifsar &
AT AT R EBNal s adae t F I 3aa Fr aw s A (aRa s B & 3 s & ot
3 3curfed fre o €, 3R Ageaqot &8 & 9 360 e i Belad & Ryar-crsa grafAee e
ST gl

4. Jitter -foIeX e 3MTHST AT # ewrar &1 goar g1 Ig 3fEar ar AT e & AaRor 7
IAA S g

Components:

A data communications system has five components-
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Rule 2: Rule 2:
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Rule n:
——1 Message
Medium

1. Message. The message is the information (data) to be communicated. Popular forms of information
include text, numbers, pictures, audio, and video. Ha?l HaTR §lel aTell AT (1) &1 HI=IT &
AT ®AT H Irs, &, 77, 3ifear iR Aifzar anfder £

2. Sender. The sender is the device that sends the data message. It can be a computer, workstation,
telephone handset, video camera, and so on. Y& dg 39aI0T § Sl T €2l Aol 81 Ig Ueh FY,

THEEUA, THIT g2de, NZAT Far, 3nfe & Thar gl

3. Receiver. The receiver is the device that receives the message. It can be a computer, workstation,
telephone handset, television, and so on. R¥IaT ag f3arsd & S QM Wit T §1 IE Th FYH,

FHEELA, TPIT g3dc, Tfdatel ScaTfe, 8 TohdT &l

4, Transmission medium. The transmission medium is the physical path by which a message travels from
sender to receiver. Some examples of transmission media include twisted-pair wire, coaxial cable, fiber-

optic cable, and radio waves ZrafAT AETA ag #Hifds 9¥ § f98F GarT U @S 9ve § Ralax
deh ST g1 grafAee AfEAr & o 3erol A J3-oNe) ar, AN Had, FrgeR-iites hao AR
BT @ A §

5. Protocol. A protocol is a set of rules that govern data communications. It represents an agreement
between the communicating devices. T Wiclslel AT T U Feg § St 3¢ FOR & AIRT &Her

g1 Ig AR 3YUN & §IF Teh A a1 Ifaffticad FHar gl

DATA TRANSMISSION MODES

Communication between two devices can be simplex, half-duplex, or full-duplex. & 39U & s
FAR E, 3MUT-GAY AT qUT-gder g1 ehell ¢

Simplex:
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In simplex mode, the communication is unidirectional, as on a one-way street. Only one of the two
devices on a link can transmit; the other can only receive. Keyboards and traditional monitors are
examples of simplex devices. The keyboard can only introduce input; the monitor can only accept
output. The simplex mode can use the entire capacity of the channel to send data in one direction.

{Fcog AS H, HIR TH-WT &, ST o Th-aRWT T W gl fold W &l 3uaol H & hadl Th
& TR & ThdT §; 3T Fddl UItd AR Thd &1 FEs 3R IRuRe Afder Rcedd sgaon &
3CTE0T §| SIS Fael SeIYC U F HhcT §; Al dhael H13CYe TAFR H Fhll 5| Hacordd
AS TF e F ST Ao F AU AT H FYOT &THAT T 3TART IR FHA ¢

Direction of data

Mainframe Monitor

- el

Half-Duplex:

In half-duplex mode, each station can both transmit and receive, but not at the same time. When one
device is sending, the other can only receive, and vice versa. In a half-duplex transmission, the entire
capacity of a channel is taken over by whichever of the two devices is transmitting at the time. Walkie-
talkies and CB (citizens band) radios are both half-duplex systems. The half-duplex mode is used in cases
where there is no need for communication in both directions at the same time; the entire capacity of

the channel can be utilized for each direction. 3TE-ga¥r ;1S H, YA T AT AR 9o &<
Thll 8, fched Teh & GG A LT 519 Ueh 3UROT AT T 8, Al GO Shdel TIecd T Hehell &, AR
& AU 3MY-gdY HoROT 7, U Aetel T I &TACT A1 & 3uaon & 8 S off 38 §Hg gad
BT &, garT foram Jrar g1 arhr-cidhr 3R e (RS d3) WA St -gdy gomer g1 ma-gdy
A'Z & 3UANT 37 ATAA H fRAT ST § ST Tk & GHY H At Gems3it # Fur v aedendr 7@
gl §; ATt 1 Hqot &THAT T 39T g R & fav fRar S dear Bl

Direction of data at time I
]

Direction of data at time 2

L LI~ Jeramlnes

Full-Duplex:

In full-duplex both stations can transmit and receive simultaneously. The full-duplex mode is like a two
way street with traffic flowing in both directions at the same time. In full-duplex mode, signals going in
one direction share the capacity of the link: with signals going in the other direction. One common
example of full-duplex communication is the telephone network. When two people are communicating
by a telephone line, both can talk and listen at the same time. The full-duplex mode is used when
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communication in both directions is required all the time. The capacity of the channel, however, must
be divided between the two directions.

qoi-gdy # Sl T Th @Y HARA AR JIed F Fehdd &1 el-geolerd Hs Teh al g 1 T ¢,
s v & gag & Q= fGemstt 7 ¢fhe sgar €1 qoi-cdy Az 7, v fGen A a= arer Fhd Tl
& &TAAT TS X & Gl & AT gadl &R 7 o @ &1 oI5y HOR & T AHAT 3GT6X0T
IRl Acdsh g1 ST &l @l Tk Collthled allgeT ¢aRT Tdlg 3 g 81d 8, al alell U & TAg & aid
R Fehd ¢ 3R G Fha §1 QOT-cdY HS & 3UANT a9 FRAT ST & 19 g8 GAT et feemsit &
AR HT HTALITHAT B &1 BTelifoh, ATl T &TACT HT & st & o fasnfaa foear smer anfeoy

Direction of data all the time TR

-
Station #

Station ji

c. Full-duplex

NETWORKS model

A network is a set of devices (often referred to as nodes) connected by communication links. A node can
be a computer, printer, or any other device capable of sending and/or receiving data generated by other

nodes on the network. Teh #icash HUR Toleh G@RT [ 3TN (3T A1SH & §I H Hefdld) T Th
T ¢l UF A3 UF FYK, Biey, a1 dAcad W 3T A5E gaRT 3cdeel 3T St 3R /A1 9o e 7

HETH IS 3T 30T & Fohel Bl
Network Criteria

A network must be able to meet a certain number of criteria. The most important of these are

performance, reliability, and security. Tsh sicash ® Fo ARG ATEST AT [ A 7 F&TH gl
AMET| SoI8 A T Hgeaqul Jeel, faeaaeiadr 3k gretm g1

Performance:

Performance can be measured in many ways, including transit time and response time. Transit time is
the amount of time required for a message to travel from one device to another. Response time is the
elapsed time between an inquiry and a response. The performance of a network depends on a number
of factors, including the number of users, the type of transmission medium, the capabilities of the

connected hardware, and the efficiency of the software. Y&l &l & dllhl & HAUT ST ThdT &, T
qETHAA AT 3R gfafsar aa aifAd 1 v Barsd @ gl fBasy W arn #e & faT H@ewr &
faT ifSie ersa aras TR &1 gfafkar @9 v S 3R o gfafhar & S Sidr g3m T ¢
Teh olcas Hl UG s HRAT W IR T &, [T SUAThArit T AT, ST ATETH Hl
Y&, hAdes gI8dIX ol &THAT 3R Iiredax $ir gerar enfae gl

Reliability:
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Network reliability is measured by the frequency of failure, the time it takes a link to recover from a

failure, and the network's robustness in a catastrophe. sicash T faea@=aar &1 faterar &r 3mgfa &
AT ST &, 5w T@g 98 v Avedr @ 3R & v ol oar §, 3Rt 3m9er 7 Acas Hir
FSTT|

Security:

Network security issues include protecting data from unauthorized access, protecting data from damage
and development, and implementing policies and procedures for recovery from breaches and data

losses. Acad & & Heal H eAfthd 3UhT & Ser &1 &7, &ifd R fahra & Ser & gam, 3ik
Seoital 3R SeT g1fad & gaviied & fow Aifaat 3R afshansit &1 oy S anfde g

PHYSICAL STRUCTURES

TYPES OF CONNECTIONS: A network is two or more devices connected through links. A link is a
communications pathway that transfers data from one device to another. There are two possible types

of connections: point-to-point and multipoint. FAFAT & ThR: Ueh Hicash foich & ACIA ¥ 9 ar AT
3w 3uaor §1 Ue ol e HOR AT § St SaT Y U fRasd ¥ gy # FUEdRa e gl
FARAT & Al FATAT TR §: Gee-c-dise 3R Aeddrse|

Point-to-Point

A point-to-point connection provides a dedicated link between two devices. The entire capacity of the
link is reserved for transmission between those two devices. Most point-to-point connections use an
actual length of wire or cable to connect the two ends, but other options, such as microwave or satellite
links, are also possible. When you change television channels by infrared remote control, you are
establishing a point-to-point connection between the remote control and the television's control

system.Wﬁ%ﬁﬁ@WHﬂW?@ﬂWﬁﬁﬁﬁ?WW%lﬁ?@rq‘\ﬁm
31 a1 3O & AT HROT & U IRMET &1 e dige-g-uige Faaed &l SRl &l s &
T aR AT Fael HT IS oIS HT 3TAET I &, olfehed 3T faehed, ST fh ASHIAT a1 Tcase
o off Torg &1 S 39 3raRFd RAC FHghd a@RT Cellfadsled IaTel dgeld §, aF 37 RaAle g 3
ENfasteT & foror yomel & i vw fog @ g Feieee wifta & w8
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Station &

Link

a. Point-to-point

Multipoint

A multipoint (also called multidrop) connection is one in which more than two specific devices share a
single link. In a multipoint environment, the capacity of the channel is shared, either spatially or
temporally. If several devices can use the link simultaneously, it is a spatially shared connection. If users

must take turns, it is a imeshared connection. Teh Fedluise (ST FISMT Y FgT STAT &) Folard a8
¢ ot ar & e Rflse Ragw v & e arsm o §1 v SgRd ardreRor &, dae 1 ara
T Y ST §, AT O TUfAS 9 & A7 AR ¥ A1 AT F$ Ay ve g F FT 3YAET
Fohd §, A Tg T TATAS FT & FTe FAT 97 FaigerT g1 Ife 3TAarshdist &t e ot §, o T8
Teh TISAYS Faldl gl

Link

Mainframe

b. Multipoint

What is Client Server Architecture (FeT8€ TR 3nfheFax FT §)

Follge-HaY AT (Fellse / TaR) Tk Acds iR § THA dcad W e el A1 ar

FST AT TR el &1 T TR Follse garT YT fFT St arer 3ifeier ame=t 3R Jansit
BIFT AT g, faaRa #ar § 3R 9efa a&ar &1 38 R & 3fheFaR H sicdd AT SeTeic haAdldd
W HT TR A 3 T I 3 FASe HY B 81 FASe / FA IR Hl Acdiehar Hegfea
HISHT I FASE / AR wAcdeh & &I A 3 S SArar g Fifer Ffy 3rer 3R Jamd deash R faaRka
& ST §1 FR HeYR AT B3R 38 (Weel R, {ex (e ), ar Acad Iara (Aead gav) &
gateT & o gafia ukraw §1 Foge IRy a1 aheees § S 9 3UATehdT Tioaedee e §
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FoATSe TATUAT & fT TR W RAT A &, ST wisd, Basw 34k 787 d& F aaf@er g

A \

—_ Internet

Clients L
i/ Server

STET W HFGE I &A1 AF g § 39 YR & IdaRor & o Felse Fa ATfheFaR &l R
feham aram 2m| 3eTEvMy, Sgd TR YL F HTH A Acad Thedleh & EaRT Sis QA S g1 g
Rl Teh SHFegeT H Workstation ST f&T ST &1 Server 9 31 {3l ecgeq I Hgel A gl &

3H HAS &I Client Server ASST Fgd gl 36 Al A T AT Th  3f0F FFge Fellse gl & ddl
Server T BIdT gl 3 Hise H Falgc AUl RFAFT dAcdd & aRT FAX T Holdm g T Server 38

RFATT A Response FIAT &1 SH RE HT Acdsd FATUAT T TTST 3TN FA H Heg Pl ¢l 39

TE & Al A §H g8dIT JUT iFedIT I Share F Fohd &1 3&TEI0TA: fIET #T Server & Connect
FT S & o T foradY off areeee @ ford off s &1 WEam3e el Ia B

FoTSC UfHAT (Client Process)

FoTee U HogeY A § ot fFell aRE & Sicas & AT 3 ey W AfdH TS Ha §
Fellsc Teh CH GfshadT § S HAT &l TG AT § 3R TR 37 F AT Q@ HAl g1 Folrge W
TAAR 9T TR & User interface TR &I Ue8eT ald &, FoTSe-3MUTRA Ufhar 39 TS &l
he-Us § o 3uaeredr d@dr § AR 398 96 HAT ¢ FAse AT T GATUHAr T JaUe o
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I § ST 3UAETRAT HAlollex, HIaTS, Thee= WY S Se¥ae Al ¢ FASEC ThET & T
dedt & ¥ U Tihehel TR SehE (STS) B

5
= ==
Client \ / Client

=

Client
Client

Ha&T 9fHAT (Server Process)

FATGC G AheFal H, GO W0H Teh UHT WRA g, St Fose ganm Raaee &l o & &t qu
FAT &1 IHIR W FaR NIAH Felrse NIAH & Radee ured A1 § dUT Fasc B Response T
g1 X 3muRd N Acds H gull 7T W o T F@har ¥ I TR giee AR e ar
Acdedh BIST AT 8 ohdT &1 TAT A BT File System JATT AT TCelieheled WeTeT fhaT Sirar & aar
Fo el # A guu SFae A ool Jard JerT Har §

HAX 9ThAT T TIFCAIR Soled & T H ST Fdl & oif WR FATYAT o 3erey, Bex, R o ar
3T HAlfold AR Jaftd el g1 §a 9fshar 3-Us &t i Fearfed o § S @# T swgsrent
& fow 3me )

FAEC / T AfheFaT & 3¢ e &l

Two tier Architecture

Two tier Architecture Ig ST9Tg & ST&T SIS Follac ToAT fohdl gEA&IT o fohdl FaX 9X A1 ST #1gT
FAT ¢, I€ IHAR T DI ATAROT (S0 F FH ITARTHATHAN) F 394197 fFar A1ar &1 Two tier
Architecture &, User interface 39A19Tehdl & 3Eherd IIdGIoT 9T @M ST & 3R ey vavsT fQTed
{ATU AR 9T Th AR H gidl § o Toh § 3T AfFaemelr AN gt & S &5 Folrscy & qad
YaleT I g1 T G{H user system interface environment 31X database management server
environment & s fafad gl

Three tier Architecture
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Two tier Architecture T &#T T gT el & ToIT Three tier Architecture 1 &=/ T a/T §| Three tier
Architecture #, 3UTTITHhdl BTCH SIHY Fallse TATERUT R 3TEH Y X aIATaRoT & g Th
fASHITX &7 39AT AT S1ar &1 57 Bsaamw = Rffea afer @ Friffcaa fhar sar § S8 &
AeTeeT FHERIOT HATAICT, HEN FAX IT UCHARUT HR| TASAIIN FgEaT1, Tlereheret forsurest 3R Sersa
ST &1 SR FAT &1 386 Ielrdl AT Forfed W HH & fov Asgfoiar AR wraf@ewar ssar gl
Three tier client/ server Architecture T 3T I57 TE&AT H 3GATHAINT & JEdaT & guR & faw
fpar STar & 31 two tier Architecture &r ool H ordienmdeT & 8ff gur & gl

2-Tiered Architecture

Client E— R
(C++, .NET, Java, Database
etc.)
3-Tiered Architecture
Client Application Server - - "
(IE, Chrome, Firefox, (1S, Apache, Database
etc.) NGINX, etc. with
ASP.NET, Rails,
Java EE, etc) e

Advantages of Client Server Architecture (FelTge WaX 3MfHFeFaT & oT9)

JAF FAlse d iAo Al IT NATX FH AT 37 el I AT Pl TATCT Fet & [T 3Thelq
S & HAIEIH § HIURE SN T Tgoa H IGER AT S ¥

FATSC-FAT Al & [T 39T AT ST Tl UiCTaheleT 8ISadT Tolehid AT gheR JFeddl
(HTORTET TAETCH AIFCAAT) T Tehellehl JSSI[H o Sdo]e FAAT IAT § ST HeGear TATEROT Felol
AT g, a8 ITARRans # Ferged AR FaX (ST, Titesders 3R §aR /arsih) H dare gred
o & faT AR B s gl

FollSC-HAR IUATHAT NAEX F T AT dholleh & drdolg Y A F dlr 3T T Hehel 8
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FolSC-HA 3NTheF H dAcash H THhd T Hogedl & d et arell oFAeREl &1 gfaffRcs
FY arell Alse AR FAT ST &1 AT, FoAGe A JYAAT TATd THT A Hl Fiae2amiad
T, AFAT e, 3TTAS T 3R TATATTRT AT 3T &1 SH 37eTold IRadeT $I Encapsulation

F T F FET ST B

AU & 9 e AT 9gw AR wEe § arfh 7g AR A o &% 6 haer 3fpd Ferge
?Uﬁqgu T HRAAAYIh 3TN F Feh AR T 38T Jorredl &o1 & qernfid gid &l

the U eFeh 3R dh-U3 aeesh H WA 1 91fd, AARY, f3eh 7 a1fd 3R areAdnsit, 3R saqe /
3M3eye fBarsy S Hegfeer & fov Ao 9 F Jeler-3HedT aRTharn gl

Foge-aa fAFen I v Agcaqut fAAvdr Fhafafody g1 3¢ aifdsr ar eidad el famar ST Hevar
g1 AT TR HT AT Sl @mﬁmﬁ JHTT & T FATSE ThEeeqd &l SisaT AT
AT &1 oidad ThicldT &l Aded § T a1 IR dof IR ANF 1T AeHaR H AT FAT|

PEER TO PEER NETWORK : ¥RR € 4R Aca®

THTT: IR ar AR Fgex dAead 7 Femge a1 TR HuiRa 787 gar € . afd 39 yds R
Sicash W TGT & Follsc FASC AT A FT AT § sicdsh H Ig §T Follse - A Asel T et
BIaT & . 38 IV & o5 deas W TRl o ufehal & & a1 FaTd el # T&H gian § O Als
cliehel HIThIRNA , TATHT TS |, Sicash 55y 3R TR oA & Feed g7 T § 50 sgaear #
HYY & AHTH H A ST AT § oifehed T§ 3 Computers & T 3udel &1 & , dfesh FaTa
HATT: 10 computers H ST ST Thdl § SHA HIT Bsd AT e TaR Y s T 3aThdr 67
gl & 3R g X o7 f&ar 1 ®igel &1 AW FA &1 gl &

AMHATEA: ar AT aF T AT™H computers F 3TIH F SN 3oTeh BIEed T el I AT T
& R T AR Acad &1 3ae0r § AR ¢ AR & 9 $oeX 3i9el JRaT 1 o faeder g
¢ IoR Seed o Jadeh TP W IHeldT el gl § AT decentralize glaT ¥ . 31c: R € R
dicadh @l T fHarer elteheled & AoleT g1 fohar S Fehell § , TR € I 1 W39 AATTT: BIE
[T , S AT &% F AT 31 Fhell § STeT AAcas [FagRer wraffiss a87 g &

— P OOE®
computerguidehindi.com
/ \\\
Yo
!X y
Peer To Peer Mesanrk
- P -

-, LT —
“ Workstatian
Warkstation e rd ey

m‘x /
H i
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AYerst F=1 #? (What is Topology)

TGS wcash $T TP IT AT HT gl ST § | Acash & A A5 by JwR vk
g @ 3 BId § U1 FH Th g & WY HEgAhelel TAMAT Fd ¢, 38 wicash Hi dldion
& AUIRT #ar & aarareh foea a1 difSiser 81T & Computers &t 398 & s Td
38 31T Flow & fAfYr Sdlaioh @garrcl &1 Adiaiol fRely Aead # Fregex & safafa
SIGTAT (Geometric arrangement) & &gd & |“Topology is a Layout of Networks”

atarst & YFR (Types of topology)
Acad AT A REATRT THR T g &

T erarsi (Ring Topology)
IO adierel (Bus Topology)
TR el (Star Topology)
AL TS (Mesh Topology)
&I aelielr (Tree Topology)

R et (Ring Topology)

3 FFYN A B GIET, AT AT hlfold] HFcgel A8l gl | 38H Hell HFcged Ueh IMellehi}
3TRTT 7 o g & Tedeh HFPX 30 M€Y (Subordinate) FFgeRX & 3 81 &, fohe]
3 HIg o HEcgel Tl g BT § | 3§ o (Circular) 8T &gl SIIdm @ |

Ring

a1 Scas (Ring Network) H HTEROT a1fd & 31eT & META-9a 8T § JT U HFge &
el gEY HFYEX FI 31T (Data) Ao el T 38k HET & 3T HePeW Hl Ig e
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FT BT & foh 3Fd 37T 3oTh TolU § AT =igr | IfS Ig 31T 39 fow Agr § ar 39 3er &r
3 FFYSY A M (Pass) H AT ST & |

o1 (Advantages) -

Ig Acde 3 FAA ¥ F HIT &, FIieh FHH HIS gRC (Host) T§ Hiflar Hregex
(Controlling Computer) sTgr gidT |

I5 R ¥ 3 Reaaeiy § #7AfF 98 fFe o6 drcgeXy W AR 8 g § |

3H ocash dT IS Ueh TSl T HFcgeX Hd Hlell 66 L & dl Galr faRm &1 orse & g@rr
FTH a7 ST a1 ¥ |

gfa (Disadvantages) —

SHRT I AAcdsh H ol FHFEPU W I Al § | IS Hrgex A § o a1fa 3w gidr g
AR e degedr $r wear dfEE § ar afd A gidr § |

g TR wAcash HT Jolell H HH Fdidd ¢, Fifh 58 sicash W HI el & AT 3cda sied
TFCAIT T HTGRIRAT BT § |

T9 AT (Bus Topology)

9 <dIdls (Bus Topology) 3 Ueh & AR (Cable) & 92T gIdT § 3R #eff shocgeq &1 wah &
TR QA Tk & A & AT ST § | I” & YRET I 3id & U JAY TR T GIF (Device)
o gt & 3 effi9ex (Terminator) Fgd § | ST S Hahal (Signals) & =0T FHTam
g § |

Workstation Workstation Workstation Workstation
I minaoe erminator

ot (Advantages) —

8 il @I AT (Install) HEAT AT BT &

SHH TR g & Alellsll T Jolell H HHA hider Ul gier ¢ |
gifa (Disadvantages) —
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fordl U Frcger T @ ¥ AR 3T HEOR &6 ST § |
G # B ST T SASAT HETFA HiooT § |

Fer Aidrsl (Star Topology)

3 dcad H T e Hrged gial ¢ o dY faffiest Sl segedr & s feam & @ |
clhel HFCYEY HT9H H Th-gaAY F el I3 8 § JoTobl 3T & §e HFoge gaRT SieT
ST § | 8¢ FFYeY GaRT & X dAcasd &l &eldl [l ST & |

Computer

HUB
Computer q /mpmer
.y > < \-\,\‘_‘ »
alzl,

Computer

Printer

ot (Advantages) —

3 dcad TAdIdlel 7 T FHFged ¥ gIe (Host) A &I SIsa 7 gt oo it amrd
FH T

SHH dllehel HEYE HT FEIT T Sl W Teh FFPR ¥ G HFFPN W FAA3T &
3TTeTT-HeTel sl Il THTTAT FgT glcl &, $8eh R el 1 a1l A g1 STl g T ar
FFY & AT Fadl g (Host) FFYT & BT &

IfE IS elohel FFYX WIS Bial ¢ ol AV sicash sy Tfaa 78 g g

gIfa (Disadvantages) —

T QAT BT FFgel W AR giar § | Il g heeged @i @t S ot QU 1T G
Acad el g1 Sl 8 |

#Aer A9idTst (Mesh Topology)

AL AT T AL dicasd (Mesh Network) AT AU 3 8T ST & | AAY U sede crdrelion
g fo8& TIF (Devices) sicasd o118 (Nodes) & FET Fg faReFd 3d: TFa=eT
(Interconnections) & 3[3 Bld & | 31T AL Adidlsll # Ucdsh Als dAcash & =g g3l A5 &
SIS 81 § | A Aol # AR HTYe gl o HEl Th g8 U I3 W & AR T q@m ¥ I3
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BT & FROT A 3 A3 FT G TaTT AT T F Fohel & | $HH Pl gRC FIN

Computar

Computer Computer

ot e 1 S

& AYATSit (Tree Topology)

&1 TAeTell H TER JUT 9T &l cdidliol & o&TuT YA gid & | 39 TR aaiarel &r
TE T e HY BIel ¢ 3R a8 Sdlelisl I dE AR HYeT Teh & dhad T 3 W & |
Ig Aead TH U3 & AW fowrs &ar § |

Backbore Cable

o1 (Advantages) —
Icddh WUS (Segment) & AT wsee drR faomm a@r & |
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FF FTSAI dUT AR fasharst & garT Fuie fhar arar § |

gIfa (Disadvantages) —

Ycdeh WUS (Segment) HT Fel oIFdls FANT H A T AR & EgRT WAT gIehr & |

Ife Sehalel ollsel T STl § df 9 WUS (Segment) Teh ST & |

3T TGeliel T 3UET SHH dR ST dar 38 FehIR (Configure) FTAT HideT 81T & |

NETWORK CATEGORIES
Fead & PR (Types of Network)

LAN (Local Area Network) :-
SHH! T ATH Local Area Network & I8 Teh UHT sicash ¢ Toeerl Sler & ar a1 & 3ifees

HTYET A Sz & fAT fRam STer §| dlishel TRAT Acasdh TN FAX W HIH F drell
dAcad § 30 HAIT H o @l SNl §| Ig Ueh VAT Heged Acadh § Sl TR Shl 5id- €,
HRATCI, IT T HHAGT X el &

CEAGIC

Ig T HR AT T afessr de AT w|ar & |
EHHI 3TeT TR (Data Transfer) Speed 31T8& gidl g |
SHH el dicad H fFRTT W AGT AT USaT ¢ |

389 3TeT WA el € |

$EH S1CT &l cIAfeTd AT I g & |
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MAN (Metropolitan Area Network) :-
$HHT [T ATH Metropolitan Area Network § I§ Ueh UdT 3= 31fd dTell sicas § oIt 3T,

3TeT 3R SAST AT 200 AaTse Tid dehs AT SHA HTUH a1l & 31er &1 75 AL & g T
o ST ThaT §| Tg o (LAN) & 3T J2T 3 (WAN) ¥ BIeT Acash aidl & | 59 sicds & eanT
Teh AT AT g AT § SISy STl § |

$Hd 3T ar AT &  HRAH Aiehel TRAT Acad T Y I3 B &. I Th AT & AN
& MR &1 g FogeX dAcas giar §. U3, Faa 3K g=u e v aAddfoes wRar
Aecas F1 [AT FLar §|

ICHLGIDE
SHHT IWEIWTT HidceT gl & |
gahT I 3T @Il & |
g 75 A B gt o e war ¥ |
ey _ [ .
~ B - mrew A

-1 - 5/ t:‘l =f :'.1
::1:.- -'*1 I.J l:?i-. II'—: :1...".' '-'-"1; E -'4..."‘

WAN (Wide area Network) :-
SHHT [T ATH Wide Area Network 81T & | I§ &19%hel &I affe ¥ 37 dca® g §| T§ Acash

o &hdl U TAfe8, 7 el Teh A deh WAT @ & dfosw I R faed 1 s & &
FAT ¢ 3T TG FIW 3T Acadh gIdT § SHH 31T F GIA Ho 3R 9red B Sl & |

3H dcdash A HYR HUE A ies oS A1 aa Afche & gaRT 53 W &. 39 aAcdes @l
stanfoes aRfer a2t g § S8 QT e, 327 AT ABISA A el dAcadh T STel. Secdelc SHHI
T 3HTOT 3GTEX0T §. d! &1 ATM gfaer arss oRam Aeasd T 3emor §

freryand:-

Ig R e wcas g &

$EH SICT & Hehdl (Signals) AT 3991 (Sate light) & garT & AR gred foRam ST AT § |
g T 931 Acad @ § |

$H% CANT §A QU gfAar & 3T g 9 T € |
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= Al on

E
i
i

o, Al AR & &I Jefell =C

Jelell ohT 3T

BT BIH

Acde FT Alfds

Aeas Fr fBamse 3R
Ul T

LIS

dcaerd & dr ¢fhd

Scdh H STAATA

Tgeaefrerar

LAN
el TRAT Acas
Ig Acdsh Ueh BIC
ienfoes & 7 Frged

& I A S5 G g
o - fafesar

g T BT g

Sgrer

SH

HicleT , Fhel , IETATC

SH

MAN

Fgifees TRar dAcash

IE Acas Tsh 99 &F &'
HAT P § o - [,

grgac AR gfcas

qE Hide g g

[eIA)
ALY, 3T

eIrA)

WAN
arss TRAT Acas

TE Aeah Sgd 93 &
FI A P g 3R TR
HET T A HET & AT
Sligat T@AT B S des

grsae iR gfeas

g HST B Bl

ST
Rl 3R AT

Sgrer
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Acad WA & YR ( types of network services)
dAcad A FgR & faffes RErfa 0 grs-fBrr | dd-ga, et 3nfd & v e & fow
Acash afdq & TFAeR g ¢

Yead # AT QY AT v W e &

2- BISel Tfad
R-fiie wfdw

3- A AiEw
Y- STCTSH HiGH

- TCIhel gy

w3 WiEH- Acad A GIgel B Uh FYR ¥ G FYX W AR 7T AT HA el
& TIT Brse AfdH AT & I & | Piser AiGE €1 dcash # Sy &1 giawm verel Hle & |
Bred AfAT TeReT  f3aEd FI gHEr dlis & JI9T aar & |

Ric afdw- N afdw &1 & Acad 7 Fd 06 Fger W odt WX A dAcads & 307
HYX & [T 3UTsY HEET giar ¢ | 31T B Ffdw & SRoT € v e &1 gaer dAcash
& gl IoR X U ¢ | Bic 98w &1 1 dAcad 7 Bex dr T&ar Hf &7 S0 g ¢ 159
Iied & FROT &) Acad F Ve FF FE1 oY sTg Far o1 Tovar § 1396 go § & B
el U Gfad H @ ¢ | 59 ¢anT & e #F Acash H TFHd Fgld g Hedol fhar o
el ¢ |

AAST WREE- ST T FH A A @ A T ¢ | H AV AGH H F T HY H A
E,}Bl‘l’dwbqﬁuﬁqgumm%lmmumaﬂmmﬁ%ﬁmmaﬁﬁam
g |t gR ¥ AAS AfdH *ed afdw I @ & F1F a1 § | dfheT Ig seiEe FYR &
T F F FF o HTrhaed & @I FI A § 15-A T AgH-AT 3HF & 38R0 ¢ |
SR WAW- Jg Widw Acash H Fa¥ IR Siered T FiAem yerd Hicr § | 3r27d deash
H o9 FS Fose NFATe AT § A 39 ITaTh SAThRT SEEF TR & EaRT el T o
St & | I8 afdy ser [EFRE g X § 131K s3% FROT & sreed i didd siegd
grafa gl

Teelhee AidH- Acad # 7 TG S Acas Fose & T AFeIT T § | Teeirherd
afdsd FEardl § |98 9fdd dhdel ST & J8 AW AT dfed oA Frareder araX T RN
A N HJATT YTl A § | SHAT TEH HTST 3607 ofed NHAT & | [@H v 31 a7 S
o’ T A Geld § |
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OSI MODEL

OSI Model T I Name Open System interconnection & | IgT Open System Interconnection & Fdela
& &1 3 #ff Network hardware Company 3791 #15 8 hardware develop &3t St Company OSI
model & Follow & g 379s7 Network Hardware Develop 3T 3s7h Devices 3T9® #H Connect &
HhI 1 OSI model 3T & gger i #f Hardware Company Si& @IS Hardware ST b ar 3@H 379
GaRT & S AT Network Standard 3R Protocol &I gl #Xd & fo@& Only 3T Company & &aRT
AT 9T Hardware Connect 8 ohd ¥ 3R SF &S IT Company 3TedaT-37e1eT Wanders & Hardware
TG AT ar 39T 39T H Computer Fl interconnect et F TRATAT gar 2AF SHT FATAT & Solution
& T U WA Network Standard 7 3TaEzerdr HeqH g‘é Fr gg fhdT off ¥R & Hardware &
Connect 8 T | OSI Model @1 1SO( International standardized Organization )& 1984 & Publish faT
AT P SHA 1977 H establish F AT =17 a1 1SO A T FAE daA15 3R 3T g
Responsibility & 318 &I T Open Standard Develop 3T S 31X 38T A & Reference & 1984 &
0S| Mobel &' Approve fRaT 1T 3R 1§ & OSI model §=1T § a9 & ol 37Tolde gX Company SHT
Follow &{d gy 3T9aComputer Network Hardware sIT 8T & ! I8 Uah Reference model § 159%
Reference & €T & TWHT & HEIAAT 379 Device Develop FIAT I gTelleh 3T Fel St §H
Network device T Computer &l ST JgT & § 3eTehl Working 8% FW oTgl 8lcl & | §H Sl 31Ta
Networking Device T &{d & 3a1ehl Working # TCP /IP Model I &IdT & ! OSI model & Reference &
Network &t Understanding Sg&r S I RE AN T 3T Model F 36T Network FI traveling
&I HASET § | AT Network & data T Teh Node ¥ G&EY Node T Silel & fohd Tg T ATAT HLelt
ISl § | 8 3T TS Tsal H Fg Thd & $r 0S| Model T Complex Network task T 7 Parts &
divide X a1 & ST s & a5y & 3T 8y § OSI Model & 7 Layers 81T § | 'od#® &)X
Layer &l 319el 39 H gfAs work glar § forderr I8l g fasdR & @A I8 7 layer receiver ¥
Sender T &% 3T Sender ¥ Receiver I T Gledl W Bl &. OSI F real life 7 #S IT A& gl
&1 Real life & 319 3T & base W &aT §3-TT TCP/IP (Transmission control protocol/ Internet Protocol)
model ToT & &

Classification of OSI Model

0S| Model & reference & Network Fr T& Complex task @r 7 parts & divide fFaT T&&@H Network &t
AT § HSIST Hhdl § SHIAU STPT Teaching model & AT & Y ST SATAT & osi model F 1st
layer Physical Layer & 2nd Data link Layer, 3rd Layer Network layer ,4th Layer Transport layer ,5th
session Layer ,6th Presentation Layer , 7th Application Layer § 3sT 7 layers &I 0S| Stack 87 &g & !
38 Model T 2 parts & Divide 53T _IT &
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Application Layer

Presentation Layer

upper Iayer{

Session Layer

Transport Layer

Network Layer

Data Link Layer

Physical Layer

Lower Layer

Upper layer-Upper Layer & Application layer, Presentation layer 3R Session Layer @T 3@ 3T § | SoT
IS Layer ©X Perform g1 arel Networking task Application Specific 81d &

Lower Layer- lower layer # Network Specific Function @rell Task perform gy g-
Routhng ,Addressing ,Controlling , S/ Specific Function 383 Perform gl &

| — Application Layer

6 | Presentation Layer

 — Session Layer

4 ! Transport Layer

 — ,| Network Layer '

 — Data Link Layer

| — Physical Layer

i ;

Physical Layer <::| 7
Data Link Layer g
Network Layer < 15
Transport Laver B ——
f I;ye_r 7 -! s
Presentation Layer A
Application Layer —

i

L'

Data transmission

0SI Reference Model FT 3g&3:

Data receive

OSI ATSel AT o} & Teh FFas A H RUSIC HT 8, S Th gi & A Faae gid gl 56
Alsel H T ol A1 f3a1s8d, P 3N dAcad QIHCH HT Folae Hal & &THAT §a0 WA &

o 3g9g foar I )

HTFeIIT 2T9Y 3T AW &F [T Tk FiAA TAehIH JoIlT, difeh WA Aedfhar Yisee & FAToT
I Wcwrfed farar ST @ St Acad W Th g & A1 FHgfashe H Hehd o

BIC JIHCH H 31 3T TFadsl T &l AHTT aeh sicds TsfAfaTeed FI Tgdar &« & fav

g ORI AT AT §| BIC IATH FHASIS, Helol et 3R gore & fAw 3mdeT g1 aad 7 fBass
g @ el TEI TSASUH I THIYC HIEAT BN Sl Bioe! oA H HH T 7 2
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OSIYHIH HAIS & 3662 d58 3R Saelad & AFTCLI A= § difeh Bioiee degfasee disse 3R
HFCII NAH IR T S T, 3N FeEgfaAhee god & @i Tse Jofall T giaen ver= o o
| ClRrgAEReeH H A it f&shdr, OSI Alser & ey 7 39e Yiese 3R @fdaw &1 aole
A & T A &1 TIT et iR Aodiad AFEs & fau oS|I Alse 3uel §, Afder 0S|
Amge € HN A AT ST €, Fifh $o Acaw disde 1 Tss god Tl Reles haeil & Alsd &
aftrd @l Bwse o 7 v @y @d gl

Alsel T AW Seafdher BTedm & T FIT Il I@T & 3THT T 227 qaRor & & v o= &
39T AT Bl TE Acdd Ao 3R FYX AT FI FHEAT H FH FA H A FX Thell gl

The 7 Layers of the OSI

0S|I & X TURVNcHS &I T AT Haele] T Teh HIE § Sif TP FUT T ¥ A JAT TeTeT
FA & AR Ay o oR & afdw @ gred HIC §10S| FT HET FHrace J§ § R clhegfaneea
dcad # 2T USUISe & drd Hegfaacheled T WAH S HaTd Helel & A Hell-3Hell o & f3args
fohar ST &1 s HEGfAHTET R AT WA 38 FYR W § S Bl & 3o Al oI Jeled
FHT &1 sl o8 & dig R Ru a0 Aded #, O Foge 7 ¥ & AId § 5T Tl oA
& 3R grar § 3R i RRAfHT Fgex # o & #Aegd § 3R & 3R gar

Bl & TTd oI VTelioheld, 3TRET fATes, ecad s Basy sl 3R Acafdr gBam &
HifFdeIeled GaRT WASs fhU ST § S U aAcas shad AT ds-Hlg IAT e R JIcihldl 9
fAeaer S5 & AT g@erH 8 &

OSI Hisel #, Shelel Teh oael ¥ GEY deh, Teh T W UTlehelel oI (X 7) & & Biell g, 3R &
FI REB ST &, ToTol I 39Tel TR T ST & 3R gTSUhi HI dh31T forar Srar g1 0S| AiseT Sex-
Seafder & T F odr & 3R 30 39 R #F Fufeaa sxar § 59 oéfed e & 0 #§ W
frar arar § s Aeafaf@a 7 aax anfae §-

1) Physical Layer

Physical layer OSI model &7 1st layer g1 38 layer # data bits # convert & JTdT &1 3 layer & GaRT
32T physical mediums & EdRT transfer fAT STAT § SIA T Cables 3¢ Ig f3ars8d & T aredfas
pfSre e & T FFeR &1 3T It &R THT, 37 R I {aaa ured gid &1 389 G
Ig o 3T 03I 1H selac Far ¢ 3R 3¢ Data Link layer W &S ST & IPhysical Layer & 3&TgoTt
# S Faed 3R ApaT a1 Acas afAa & 9% 31faRked, g5 3R 377 Ry =3 Acas
f3arg@ gld & S & Physical Layer W & T &, W FadT deldel gl

Ig o Thiatder dur safdecea A & AT Responsible I§dT & S8 — dlecsT, 3T Y& 36| 59
oI A Digital signal, Electrical signal & dge S0 g1 38 o/dX # Network & 1373 37UTd Network &r
Trarers &1 HF T gt §1Physical Layer W, Whfoiehel ATSIA anT aqIcs et & 89 & 399197
I 3T grafAT fRar ST §: Solfage dlecdt, XSAT hIFGHT, AT SIHRS AT 3NMTSaT osc & Jod|
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Key Points of Physical Layer:

g ThioTehel dhalerelel 1 TldFede T g, Heel Wl § 3R fSufeede &dr gl

Ig Fcds GX FAEeaas U 3T & o aaee 3R RAwee & v Seaer 8
grafAeeT & v e aiecst 3R 3T e hiowd R & Bwsa fhr s g
g f3foee Reae a1 siiftecwa Rvaa 7 Bf5ca / wardier 9cd &I deac < gl

3TeT Teaifsdar off 39 o & fhar Sirar g1

2) Data Link Layer

Data link layer OSI model &T 2nd layer &1 & layer network & 37X data &I transport el & ToIT
responsible 81T &1 Data link layer & 2 sub layers 81T g1

Logical link control — LLC sub-layer physical layer 3iR ST FIRR #I layers & & & TS link establish
I B

Media access control — MAC sub layer physical medium & access &I control #dY gl

Data link layer sicad o¥X & data F frames H U @l &1 Data link layer & 32T frames & convert
g SITar gldarfeh data @ fRAT physical medium & through &SI ST @1 T process framing Hgellal gl

Frames source 31X destination devices & hardware address contain &d gl

8T network # host &I uniquely identify &%l & faIT hardware address I3T f&am Sram §1 @@
common hardware address Ethernet s MAC address &1dT &1

Key Points of Link Layer:
Data link layer 38 SaThreeT Sl RAspassl FXar § st Bfora R ) gafAe gidr g1

3 ORI AT AET HA Y§ ARG BT g foh TISTehel I R T A5 § g@ # 3T @ T/
W &l

IehiAeh T § UIed TETANS 3R ST e 30 I g@rT Aslst fvam Sirar &

3) Network Layer
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g layer OSI model Fr 3rd layer 81t €1 & layer network communication & foIT responsible 81T 1
Network layer # data packets # convert g1 SITdlT g1 Network layer & 2 9@ @I gld § Sif #ra fqu S
T &l

Logical addressing — Network layer 3T @I network # travel &t & foIT IP address provide
FIAT & T IP address 3T &' destination deh qg’ﬂ'a'-T % foIT responsible grdr gl

Routing — Data &I T& network & @T network # #7=T #T network layer dr THFAGHT gl
gl

Network layer 9X IP (Internet Protocol) gt I 1T B

Key Points of Network Layer:

g T A5 T 3T A8 g AffeaT dTall & ATEIH T {aaol FI T3¢ FHT gl

Ig U oicdsh HgloR & FT H HF FAT gl T§ TdAC ¢itheh Holol HT g
g dF T g [ 3T FI BT & FT o1 dTfgU]

Ig T3NSI HASFT FI Uhe H diear ¢ 3R AT dhe T g X & v AAST & 3"
AT gl

4) Transport Layer

Transport layer OSI model FI 4th layer g1l g1 I layer data & reliable transfer & foIT responsible gl
g1 Data order # 3R error free qg%r I AT layer T fIFAGHT @l 1 Transport layer 2 g &

communicate #dT & connectionless 3iX connection oriented |Connectionless communication 3 foIT
UDP 3R connection orientated & fel@ TCP/IP protocols gt ER RIS

Connectionless communication fast 81T & aféhe? I 3T & error free T 3R TEr &1 F tlg?-lT-T $r
guarantee Fgl &dT &l

Connection oriented communication data & error free glef 3R @7 & qg?F-T &1 guarantee T gl
¥ communication FB services NATFS FAT & -

Segmentation — Data &l #Slel & Ugel BIC BIC segments H convert AT JATAT gl

Sequencing — 8¢ segment &I T sequence number f&AT ST &

Connection establishment — Data &I #le¥ & ggel sender 3iX receiver & &I connection
establish T STar g1

Acknowledgment — ST& segment JgTT g o 38T acknowledgment 3TAT § T ds number
Wsegmentﬂﬂﬁ%ﬁgﬁmﬁaﬁ@fmﬂﬁgl

Flow control — Data #T transfer rate I confirm f&ar Sar gl
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Key Points of Transport Layer:

s Rieed & @ g1 & giaTte g & T REER|
U378 WY Rawd 3R vl g & e e
HQT SeT R & faT R

gl SPX, TCP, UDP 51 WIeIehleT hIH hid 2|

5) Session Layer

o9 &1 f3arsdd, FTgeT AT FAX T Uh-g@ & AU HEGfeiehe T ITaeTehdl gl §, @l session ST
3MaTHdT 8T g, 31 T§ Session Layer W AT STAT §1 ST ST & Hhaeled H AT, FITSAAT
(3eTeRoT & v Redia & T Rivea # fhdel fhdell & ao udieT el g 3R JeeT & g3
TS W UCeliheled & g cfAaere enfaer §1

Key Points of Session Layer:

VClheld & T TEfeaediee, Hasde 3R FaeeeT & @ & fov GFaer|

Session layer ¥cde U8 W U & o HIAESAAA, ToFaier 3R 3gaier Je3d HIdr gl
Ig QAT 3R FFAT PRAIEAAT & T HIH AT 2

39 o 9T NFS, NetBios names, RPC, SQL S WeIhlel 1A &d &1
6) Presentation Layer

Presentation layer @& Translation layer 87 &gT SITAT §1 Presentation layer OSI model &7 6th layer &It
€1 ¥ layer data & presentation & TIT responsible 8T &3 layer & verify #cT & &I ST data sender
AT TET § al receiver side & THAST H A I5TP o0 ST receiver 3R sender $& data standards
follow #Xd &l

DATA STANDARDS

Text — RTF, ASCII, EBCDIC
Images — JPG, GIF

Audio — MP3, WAV

Movies — AVI, MPE
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)} %S common data standards & fSsT 9X 1T side agree Xl &l 3¢80T & fow Ife senderaﬁé'
image AT T@T § a 9 JPG format H gl TIRT dTfh receiver 38 & Tl

I layer data ST formatting 3T &1 3T layer & data HTET application layer 9X ST §, SigT ar o I
show gIaT g13afelT ¥ AN fS#FAGHT presentation layer T 8T & T data g HI HY present G|
T sender 3R receiver Ueh & format &I support A&T Xl & ol presentation layer translation 3R
conversion &7 services ¥ aSs FAT ¢l

Presentation layer % $& functions i fqT ST @ ¥l

Raw data &l translate &¥dT gl
3" encrypt AT gl
3R 37 data & compress T &l

Key Points of Presentation Layer:

Presentation layer g €A1 I@AT & & 3T 30 g & AT A0, dife RFAIT SABIHLA (321) AT FHST
¥ 3R ST I 3UANT HA A HETH gl

3T UTod ad THT, presentation layer TIeilheed oRR & fIT 3T gE®IA T Y87 AT &

ar g A & deder (RAeTd) @t g1 Fevall &1 30 &UTT & 3T presentation layer
TreeY &1 A o 5

Ig 31T S, STeT TeshrUeT, 3¢T Hedel ScATe IIHhIH T ol

7) Application Layer

0SI Reference Model & 19 9X Application layer BT &, ST sicash VTcollohelsl GaRT SFCllHC TohdT STl
€1 TE VCellhele STT &l WsgH o &, oI slcash o g fohar ST g

g o Acds TFHH & AU ool AEAH & fov f&aE) & &9 & & aXar § AR I a1 9red
SRR F fe@rar &1

a9 FT3SR (FETT 3hIA, BRI, FHRT, 371E) AT 3 VT - Fh15Y, IT3Celeh, 3t HIT ST3oN
(Internet explorer, Mozilla firefox, chrome) IT IS g8 Fose (Outlook, Thunderbird) 3¢ g @it
RR 7 TClheled & 318 0T &

Key Points of Application Layer:

TFCEReeT o Ueelener, T 3R U5 Jore 9iad @ §9IC a B

afdg & Farferd
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Tg AT WIS AW, 5-Ael 3R 3T sicags AFedR aflaad & fav tiaskys afldad & fov
SFAer Bl

9 oX W Telnet, FTP, HTTP 31 WICIhiel HIA Hld & |

The TCP/IP Model

Protocol fa#T v gfafshan3t & Hg T Fl Sl § Sfeg Ahdl Jdeh Fegaaned i & fav
device ®I BIeT ST TSAT 8. Protocol &1 & Heash & s Fl TR & device & HEY FUR &Y
TS AT JAT FIAHT & G - FeTel 1 RIGF0T a1 giar §. 38 fw TCP/IP &1 wrer fahar
ST § S GEeli3l &l Teh $HgeX ¥ g Hged # Yohe & & & Aol & faw #usg Protocol grelm
g.

TCP/IP &T Full Form TCP & faT Transmission Control Protocol 3R IP & faT Internet Protocol &,
TCP/IP &I "the language of the Internet." & =TT & 87 ST SATAT &1 TCP/IP WWW T TH Protocol g,
s gart & fRdr 8t Computer & 3T & Internet Access el & folT Use aXd gl 3@R fohalT
Acasd H & Devices & d 30¢ 39T H Communicate A & fIT Common Protocol T &t g1
TCP/IP Model(Protocol) end-to-end Communication 39cle¥l &HITAT gl 3T & Internet &1 Qe
ARPAnet & &7 H g3 19, Advanced Research Projects Agency (ARPA) & 1969 # Cold war (During
1945 to 1990 Between USA and USSR (Soviet Union)) & T#HT g3 ar o« 3o o9 & P VAT
HEGfAhTT System 81 S Nuclear War & 8f1 use fohar S @l

TCP/IP History

ARPAnet # T&& Protocol & Use S 38 Network Control Protocol (NCP) &gl I1T| §1¢ H Sid SThT
TR T 3R T F9 TH d3 Acdd P connect T H ITB & I@T AT, a9 1974 F Vint Cerf 3
Bob Kahn & U& a5 <aaldlisil @I Introduced fRaT, T Transmission Control Protocol (TCP) &gl /AT
S STec &1 NCP &I Replace T, d#fl @l 1978 # F& AU Development & g Uk w4 Protocol
Suite # Introduce fRaT AT fSA Transmission Control Protocol/Internet Protocol (TCP/IP) &gl 31T|
BT 3% a1g 1982 & ¥ dicide S $r 319 NCP & TCP/IP & Seom Sam,f5& ARPAnet &T Standard
Lanugage & ®9 H| 5T YR & 1983 H ARPAnet & TCP/IP & sgor feam a=m 31X Network &1 faerd
9g ol § EIT A $H MUR W §H Fg Fho g T 37T & TCP/IP Model @7 fd%r& ARPAnet &
g3m|

TCP/IP Reference Models:

TCP/IP @ Computers & & Information Transfer 3R Communication &' Possible #&AT & | SHT
YT Data I FIAT &1 @ Ao & AU fhar Sar § | TCP & s{fishl DATA &I BI-BIC HEi
(Packets) & aTest Fr gt & 31T IP 3T Packets ST Address HedT 0T § | TCP/IP Network Protocol
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Internet W T T ffiear 3R 3R [Affica 9&R & Systems Network & Connect &I Fr FHEAT
&THAT & HROT %l gl TCP/IP F Implementation STeaT THT TR & Hardware @ Operating System

& foU FA § & FH AT ¢ sA@C T GHR & Networks TCP/IP & YANT EaRT 98 H
Connect 8 Tahd &1

TCPIIP Layers

TC

PIIP Prototocols

Application Layer

Transport Layer

Metwork Layer

MNetwork Interface
Layer

Ethernet I Token Ring I

Protocols

Other Link-Layer

The TCP/IP Model

©® BytizeNotes Hindi webCliq

| —
6——

o m—
4c— _—~
| —
2 —
| —

OSI| Model

Application Layer

Presentation Layer

Session Layer

Transport Layer

Network Layer

Data Link Layer

Physical Layer

TCP/IP Model

Application Layer

Host-to-Host Layer

Internet layer

Network Access
Layer

s =14

<=

= |

)
= | 1]
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.-; Application
Fresentation
/ Session
Process ! Application I s Transport
TCP / UDP etc Hast to Host ol Network
IP Intemat Data Link
F';::_:;n:;g:; r:t.c Metwork Access . Physical
TCGRIP-Dol model 0351 Model

TCP/IP Protocol & 4 Layer gIdr § ST e &:-

01). Network Access layer (Network Interface Layer):- IJg TCP/IP #Alsed $I T8 FFTad o=~} gl
TCP/IP &I Network Layer, OSI Reffrence Models & 9gel dieT fa@el Layers (i.e ... Network, Data Link,

and Physical) & &t function & Complete FAT &1 scds TFAH oA T describe T & F Fa
g O R off IP Data Gram &Y Acasd & sent AT &1 Network Layer & S Data 81dT & 98 Packet
(Data & ®HE) & &7 H giar § 3R 3o ahel A source A destination T qgﬂ'lﬁ FT A Network
Layer &T 8laT &1 Network layer 3 & ey a$ Hardware &I Detect FXdl &, AT Network Acsess
Protocoal & RAHfAT Fcr § dife SR / 3msdt Acasd AT AT T STAATT AT T FT bl

02). Internet layer (Network Layer) :- TCP/IP Model # Internet o&X &T HH 0S| Refrence Model &
Layer 3 &Y TRE & & ol &, I8 oW TEAIC A AT TCellheld ol & #ey &Ud gidr &1 I8
ST dcah H connectionless HEGTASAA 3T I &| THH SeT HI IP datagrams & & H Yehol
fRIT ST § I§ datagram source IAT destination IP T3H &I contain T | § @ & 3er &r
T & sent JAT receive fFAT ST Tk TCP/IP Internet Layer's & 37dald 31T alel  Major Protocols
& :- Internet Protocol (IP), Internet Control Message Protocol (ICMP), Address Resolution Protocol

(ARP), Reverse Address Resolution Protocol (RARP) 3iR  Internet Group Management Protocol (IGMP).

03). Transport layer:- TCP/IP Model @T Transport layer Data & Transmission & fow fSFAer gt & I8
TR TCIheled IR AT §edaic ofldX & #ALY TUT gt g1 Transport layer & Error checking, flow
control &Y glar & af% & Communiction & T AS 3 s1@T 3797 TEY Reciver 31X Sender d& CI?:?F
Hoh, 3R H AT eai H g, df T Multiplexing 31k De-Multiplexing & Process & T f&&aaR
BT €1 39 R # 1 AT e 1 aRd g

Transmission control protocol(TCP)
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User datagram Protocol(UDP)

04). Application layer:- TCP/IP Protocol T ¥&& 3Tdda layer &I Application Layer ®gd &l Jg Layer
Applications @ Network Services 3Uclet] ael & TFETIT gldl ¢l 39 Layer FT TFay fhar 8 Data
% formation, Encapsulation 3R Transmission & 8T §1 ¥ Layer Human Interaction &T & &l &
S Web-browser, Email d2T 3= Application & falT Window 39Ul &N, 88 Layer &I &l
Transport Layer 1 Data #isfell 31X 3HA Data &1 Receive FT | Application Layer & gl dldl F&
Protocols f@&T g&r & &:-

Hypertext Transfer Protocol (HTTP)

Simple Mail Transfer Protocol (SMTP)

Dynamic Host Configuration Protocol (DHCP)
Domain Name System (DNS)

Simple Network Management Protocol (SNMP)

File Transfer Protocol (FTP)

TR AW F F6 NHiew
Telnet

telnet $eetoic & Ygell WCIhlcl & ST 1969 H SIAIT fohaT a1am U7 | $&* GaNT Teh e & g
e o wad fhar off T & S Rl gl dIshered oY @M E3M § | TRIH T dTel telnet
Forse 3R TFAT gl arel telnet AT FHgelldl & | telnet S 3TAIT command line interface (cmd)
SHEdRT TRAT ST Toh § |
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>telnet 1.1.1.2
} FR
1—_’

' T
Can | have access o |

ky‘uur command ling?
b T e R e v

Okay! Configure rnne:!-‘I

I'll send everything in
clear faxt, including
passwords...
Good, becausa | can't
§ da encryption! ]
Secure Shell

T off telnet & ST & & W tep/ip F GaRT ¥ AFAR AT FATaT & | 30 arT 3R & 1 A

ST & O - ReAle Rved o @ffer &¥er, 30 W Wmeg & el AR Gsed # qg T | 5T qafr
FTAT 7 31eT A viepees W A3 Far SFar g |

[3 =£sh adming1.1.1.2

rﬁan | have access to
| accept only
encrypted datal

| ? |
Lyuur commani lng? -)

Hiar ks my encrypted
usemama, password and
key: d@#Salshdji2HIVma4

FTP

-
Hare is my rasponss:
ESgMEgAE!‘Sb:.ﬁ’F!SlqhﬂEsJ

FIST AL UIehlel I STIATA fohdl &l R{Tesy & &g wsed & W H fohar Siar g | ftp %
T YIChiel g o6l ¢ I UFh DA 8 § S Toelloheld & &anT A # foram Srar § | ftip & g@nr
TR & GaRT Bl WY grdl ¥ fhar Jrar § |
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ftp@1.1.12
< -—

Which ong?

| don't kmow, what do
| you have available?
Mo problem! Hers is my
directary of available filas!

TFTP

tftp, ftp ST A B Tl T & | PR T JAlId ¢ DI Had R FAT FIAT § dr 3T THRT SEAATSA
F Thd g, T I 3R ®e § | 391 SA6T SEAATT {ER devices H BTeca FI Aar el &
T ST § |

Mp10.1.1.2
= 2 .’

What files do ynuh"'
have? J
I'm TFTP! | don't
P know!
Fine! Give ma a spacific fila J

I'm not smart enough to
know what that means!

from Hash memaory. Hare Is
the name of the file...

L

| can do thal!

SNMP- (Simple Network Management Protocol)

SH WEIhid &1 DI, Acds 7 & g HIH HT SABHLT FI holde 6T & | slcad & frdr st e
T GlecH 3Tel T TP SABAAA SHT o &g & STl ¢ |
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NME Slalion

=

OKAY! I'll sound -
the alarm!

N
MY FAN DIED! I'M BURNING
LIP1! LIGH!!

Hypertext Transfer Protocol (HTTP)

39 Sgd TR ggd ol Jewrse &t gl St anfther, foierd, text 3R U 3T o iy ey e
oI § 3R a5 & 916 SHH Tl T HA TIEAD & I & I Far § |

[ HTTP
1 Reguest Message

HTTP
Response Message

HTTP Clients
[Web Browser) HTTP over TCP/IP HTTP Server (Web Server)

3% 99 SEeR AR 99 R & T H FHGAbe a8 Wl ¢ 3N 39 57 o fofed w0 Feren
R § IEH FEDT T SIAHR AT dF GEa H HEAE gl F g | IR T@T v wden g
AT 3T TAST Tohdd ¢ FAT Tolohel el JTASE ¢ IR UHh JIASC Ueh X H T 18T fohclel alamm
¥ Felehe el & 3ale0T & Ak W IET AT T $hagsh i @ Aiford |

Hypertext Transfer Protocol Secure (HTTPS)

hypertext transfer protocol 8 fAFIR HTTPS T R ST ST & | T secure socket layer (ssl) @7
SEAATST HIAT & | 97 T T T d2T § 3Tk W 3o7 T & 3Tclar A9 g7 T el ofell ATRT T
3 Hieiehel e 9 HEgiAnlel H AT AT § | S 3T ¢@ Fehd § 3HToTohel dod HT A1seH
AR g1 § |

NetworkTimeProtocol (NTP)

ST 3T ST g AT A ISRl 3Od FYE & TSH A IMHE Folled HR A FApleseT
FAT & 3R IUH FYR R WeFedhel T THT AT 8 | 30 O T AURT 9Tl & fF s@ehr Fr
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FIH BT BT U TFAleiloll H STPT §3T INTET & | 3T 2@ 3R asd7 @ g7 gem ar 3maenr
dh O FI5 i Team AT B GIUI | YT S@T Rl TAFIR AW fohdall doll & @Iar § ar ntp
IET O g ST JAer AT @7 e ¥ |

NTF Server
__.--""‘-
What is the axact time?
AT = -
L]
P -— L

s =
I have some emars to report but
| need 1o record them with the
ooaTeGt time and date!

clock on the Intarnel — hena is

-
I'm connected to an atomic
the gxact time and date!

Domain Name Service (DNS)

DNS &I &IH #AH Feolell &, T #lah Feeaic A58 (WWW) & & gl alel | T S8R 3Tl 30T
BT ¥ STAATT Il FT FTRA sl & | ST & 3T Cisco.com T L@ @ dns 397 3T & ST
S Y FHH IP U3H @M 4@T | dns A Feelele FI Sgd & I W eI § | oW e @ 3
39T ASAT W g Al AR ITG o1l (W@ Tohd AR TeX H 978 3T gt Fa% § 3G a1
fom &a & 3R 3mIem §F A H 3mAED @I § 3H RE H dns FIH FAT § o9 39 R o dse
T ATH T FA § A dns 3 ATH F 3 §U IP USH A Foedeic W Y ek 39l AT Ter &r ¢
|

What is the address for | don't know. Let me check | know the answer!
Lammle.com? with another server! ONS Root Server
: =
- - |
Lammle.com is o 0 .
G&; ” 198.1.78.115 DNS Server Lammle.com is:
L 198.1.78.115
.{gr&.
'r"-'.;"&r
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Dynamic Host Configuration Protocol (DHCP)/Bootstrap Protocol (BootP)

DHCP &T &I gReed &1 ip U3d & ¢ | I Tl wufaal & forw, e ar aig oidr & a1 e a2 &
T AR & 3THA SAlel FT A AT ¢ | dhep TR & AT 5gd TR gsdR w1 # fAw 19 & 34
¥ TH cisco d X 8 & | dhep, bootp & feeher 3releT & | bootp BFCH &1 U3H o WAI$s T &l
€ W BECH T BISAW USH bootp HT e H Aol STelell YSaT & | 39 dhep &I SIS bootp
N TE 4@ Hhd § | W AUH a1 g & bootp AR FeH At &1 A o Far § Sad
FASE JC X Fehdl & | FIHT Aot § S dhep WaTSs FaAwar § 3087 & T 55 @ ¢ -

1. 1P TgH

2. Subnet Mask

3. Domain Name

4. Default Gateway (Routers)
5. DNS Server Address

6. Wins Server Address

Helpl | don't have an address]

l i Client broadeast
= T DHCPDiscover
af P
i ~——

Server unicast
DHCPOar

i Chiant broadcast
._[-.—_:_‘ "-H-_q__\_q_r.-l:-l'lin- st

i T —— =T
— j

Gan't | just use the :
address | had before?  Server unicast

DHGPACK

o=
o

T

[Fine! Hare it is.|

fwesome! I'm somabody now!
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Automatic Private IP Addressing (APIPA)

3, QIR F41 8 PR 3HOF I T Faw g R 39 Faw @ $o sy Fades g 3R 3m9s
g dhcp TAX T & ? a6 379 static ip addressing PIeHIR FT Thd § | TW YR T et HI TR
g g3l Fifer ASHAIde U AfaH JIa18s AT § el apipa Fd & | 3% 3d9d 36K dhep
AR AT g a7 Ashrage AT BTea 39er 39T & F3f Beed A9q F HifewmIR & Sl § 379er
ip T & & Tt ATcsg T ip a@MHL | The IP address range for APIPA is 169.254.0.1 through
169.254.255.254.

Host to Host Layer/Transport Layer & F& WRied

Y I 31T H AT A AT TR FAT § | 5 o A 2 YR & Gelhled T & -

1. Transmission Control Protocol (TCP)

2. User Data gram Protocol (UDP)

1. Transmission Control Protocol (TCP)

& A O dieiial Toollaeed & HRI AT & SIeT &l 31T & 3R 38F B B¢ WAHC H diedl ¢ | T & Th
TIHT HT Th A PN I FSTdT & arfer RATT e arer 1 o AFda T & 3rer @ 3R 3er & #5593
AT 87 | T WIFC TS el & alg NAGX & GaRT acknowledgement T d¢ &ar & acknowledgment fFest
& S1E & g1 QIR A FoRAT ST & | 8 YHR & AicAihler # STeT 9gaT AT A SHHAN SABARIA Tgel o el
g | 3T 3§ YR & Faiarld connection 3MRUCS &7 HeIRy & 37T & |

2. User Data gram Protocol (UDP)

udp & & oY AT M7 T WAFhT & | T & & o Y g Qe A AFdg A&7 wear & AR a1 & eaeT w@ar
g & Flerar Yahe Tgel 3T @ ¢ AN i She g #A | UDP S7 WHT F AS FAT § 3N A AT § | STer
ggeT AT AE FHR o gAGERA A AT A & | FifR A unreliable HIEHI H FIRT F AT ¥ | W A
AqT A AL § AT A dHR § AR shdea At § | F & A o B S a3 Gike o @ garar AR ar € srer
Ao T uge 3R RATeH & Ficade FAT § | aF 57 WAT & T g4 T Jolg T & T Wekhier & dr & &
ag?résr%|3ﬂﬁvaaaﬁmﬁﬂquhéaamﬁmﬁésﬁé;mumﬁg%mm%a#UDPaﬁé‘rsﬁm
T Sar § |
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The Internet Layer Protocols

dod HISl # Srealc oA T 2 HEF HRON & HH A TN SGT § Th ar Ffear & v 3R g7 W i1 oW
F BT Acad STHA Wass wae & AU | gecleie oI afh T3l Wil & 3t e @t #1 Fe ofr
FA ¢ | T RN F Fo AT WSed § 1 380 TR § -

1.Internet Protocol (IP)
2.Internet Control Message Protocol (ICMP)
3.Address Resolution Protocol (ARP)

1. Internet Protocol (IP)

$H R A HET AR ip § IR STH ATbied FHH FNE FA F AT § | ip 95 §37 & 3R T @l A
3O H S8 T I@AT & | ip &X Uhe & USH H UTAT ST & ST T dolg & &Il a9 H T o[@MMAT STl & b
Rl off Yhe Y Pl em F AT § | dAcad F FA o Ay i wgaa F AT BiFwa 3R i
AT & YR F T F MGTRAT ST § | TFR & @RI ured fhd Sl arer e & 3T Se & T e
oY arer B3 ip & FIW A B ¢ |

2.Internet Control Message Protocol (ICMP)

I GIeipiel acds o T FHIH FAT ¢ R ST IP & @RI SEAATA fhaT ST § | T ATURUIGAT Aelotdie AR
ﬂiﬁﬁwmh%wmaﬁﬂ,ﬁmﬁwmwwmmﬁq@ﬁwmmﬁ

Destination Unreachable - 3R UZeX {FdT ip SR FT 3T Aoll H TETH I8l &l Idr df a ardd giee &
T Ry A¥ T3 Far & F ar srer & 3 JE7 97 91 W § A7 O SRt 3daad 77 & |

Lab_A Lab B
.;—..:_J_.___H = .—'\.3:‘_‘-_‘_
el 0
IGMP packet
Host A Host B

3.Address Resolution Protocol (ARP)

arp frelt off Acas & ip t3@ ¥ fRY of g & EISAW TS BI85 A HI A T & | Ig W FR H
AT F gy fRdr o Srer @ 3R Ao & fAT gger & A ip ugw 9dr f&amr Smar g dfee 3R fedr
HRUT G ip TH A fBerar dr arp oo F SEIATA AT ST & T aRT T sisshiee AT Tl gee &)
A ST § TA 3 ip U3H ol X 3eTeh gIsdaR TgH Tl STl & olifeh 1T fSraehr & 38 & e siar o
& |
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| heard that broadcast.
The me is for me.

| need the Ethernet
addrass of 10.1.1.2. <

10.1.1.1

——»|IR 10112 =77

IP:101.1.2
Ethernet: 45:AC:24:E3:600AB
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Diffecence between OSI AND TCP/IP

OSI(Open System Interconnection)

1. OSl is a generic, protocol independent standard,
acting as a communication gateway between the
network and end user.

2. In OSI model the transport layer guarantees the
delivery of packets.

3. Follows vertical approach.

4. OSI model has a separate Presentation layer and
Session layer.

5. Transport Layer is Connection Oriented.

6. Network Layer is both Connection Oriented and
Connection less.

7. OSl is a reference model around which the networks
are built. Generally it is used as a guidance tool.

8. Network layer of OSI model provides both connection
oriented and connectionless service.

9. OSI model has a problem of fitting the protocols into
the model.

10. Protocols are hidden in OSI model and are easily
replaced as the technology changes.

11. OSI model defines services, interfaces and
protocols very clearly and makes clear distinction
between them. It is protocol independent.

12. It has 7 layers

TCP/IP(Transmission Control Protocol / Internet Protocol)

1. TCP/IP model is based on standard protocols around which
the Internet has developed. It is a communication protocol,
which allows connection of hosts over a network.

2. In TCP/IP model the transport layer does not guarantees
delivery of packets. Still the TCP/IP model is more reliable.

3. Follows horizontal approach.

4. TCP/IP does not have a separate Presentation layer or
Session layer.

5. Transport Layer is both Connection Oriented and

Connection less.

6. Network Layer is Connection less.

7. TCP/IP model is, in a way implementation of the OSI model.

8. The Network layer in TCP/IP model provides connectionless

service.

9. TCP/IP model does not fit any protocol

10. In TCP/IP replacing protocol is not easy.

11. In TCP/IP, services, interfaces and protocols are not clearly
separated. It is also protocol dependent.

12. It has 4 layers

Concept of physical and logical addressing
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IP Address (Internet protocol address ) &Y system AT Devise T work FIAT g! IP Address faT &Y
device T T& Networking IaT &ldT & T5®& through a8 Network FI TFAT FIAT § 3R 3T Devices
FI Verify #3aT & $T Network or internet ¥ connected & T g & &H Ig T &g Thd & HT IP

Address 38 37 39aiUl(devices) ST Address 8IdT & ST fahell internet AT Network T access T TgT
g8lar & IP address aicds 9T f3AW Device & T 3T Ao & fAIT Network & Connected 93
Device -3H, FTgeY, TN, fUex, FALEWHIT &1 T IAF T3H glar § 31 Communication & faw
Internet protocol &T 39ATT I gl

ip address
IPAddress?lfl}?Cr T T AT YPR & 8T ¢

1- logical IP address

2 - physical IP address

Logical IP address §5&T Scelal @l & & dynamic 8T § 9ed Physical IP address static gl § &
world & fdr 8 devise &% T gfaie @ar § ! &T@lf hacking & d&d hacker 319aT Physical IP

address change & & d & Physical IP Address @I Make Address & 8 & 8 ST ST &

1 -Logical IP Address

OSI model & TR W ar network layer & logical addressing ot $r AT g1 Logical addresses T
network T Z‘,}I’l’ network ¥ separate 3 &I gl Logical addresses fix sTlgI &I g 3% change 3T forar
ST T@haT gl Logical addresses @7 IP address g & IP address @7 size 32 bit 1l &1 TH IP address 2
parts # divided grar g1 ugel part grr & network ID f5@d ¥ identify foham ST g &1 host &
network T g

G part 81 & host ID @& & host @I uniquely identify fehar Siram &1
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Logical addressing & foIT Internet Protocol (IP) responsible gdT &1 Internet protocol 2 tasks perform
FIAT 198l logical addressing 3R &I routing | Routing & HATEIH & Teh packet I TEI network
# forward faT STAT §1 Internet protocol 2 AR FT addressing provide AT &1 Teh IPV4 addressing
IR E@ﬂ IPV6 addressing gldT &1

IPv4

IPV4 addressing # 32 bit addresses assign fh& ST §1 8 g & IP address # 8 bits & TR octet gl
gl

B bit B hit B bit 8 bit
First Octet Second Octet Third Octet Fourth Octet

192 - 10 - 2 - 1
|

IP4 F 4 digit 81T § fSHa Point & &1 &Y Digit 3NFeE & T & ST ST § 36RUTd: 192.168.23.4
Y TH ipv4d FT IP Address § I§ Tsh TMHT 360 ] TIF AT & Ugde Sied arenr 3msdr IS
192.168.0.1 — 192.168.0.255 &, F4ifh 3T USH o §H TR AT AHIhE Fidel 3T W 3TINET ad 8|
IPV4 32 Bit T gIcT §! TE IP Address &I &9 & 5 Class & divide gl & A,B,C,D .E5@a D3R E
Class reserve gldl § 3aIahl publicly use 8T fFIT SATAT § IPV4A & gX Address & T Hesle HATH
(Subnet mask ) STST BT & TSIl <@ X Ig 3MMAT & Tl oAl ST Hehell § I HlTdl USH Host
Address 3R @I@T Network Address & 31X broad cast address § 8% §I¥ & §H next Tutorial 3 Tdar
Hr HT IP Address FT Binary conversion fRaT ST § 3R 3 ©IC 9i<d sub network & FH& fomar
ST § Subset mask & through

NO Number of Class Discretion about IP address

1 CLASS A(0-126) exp. 10.22.23.7 submit mask (255.0.0.0)

2 CLASS B(127-191) exp. 132.15.29.7 submit mask (255.255.0.0)

3 CLASS C(192-223) exp.193.123,142,10 submit mask (255.255.255.0)

4 CLASS D (224-239) this ip is used in gaming and multi-casting area
5 CLASS E(240- 255) this ip is reserve in research area

(note-Windows operating System & 379<1T Ip address & = & foIlT Follow Y Windows + R key >just
type in Run windows >Cmd then command prompt open Command prompt & 8T & >ipconfig )
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Class Class A Class B Class C Class D Class E

Aarads Aar A | 8 16 24 not defined not defined

fires

JeaF & 128(27) 16,384 (214) 2,097,152(221 | not defined nat defined

FEAT

q‘:!g‘ w 0.0.0.0 to 128.0.0.0 to 192.0.0.0to 224.000to 240.0.0.0to
127.255.255.255 | 191.255.255.255 | 223.255.255.255 | 239.255.255.255 | 254.255.255.254

e Ue® 126 AcdH | UeE 16,000 | WA 2 9@ aF THNOT & ufasg & I9geT &
9T 169 BIFE | Aeas W Feas 9 254 | o smfEe) e smfe, o e
Fr FOIE FaT £ | 65,0008 F | g F gO 3T T9agde &

O A §| | F E far|

The classes of IPv4 addresses

The different classes of the IPv4 address are the following:
1) Class A address

2) Class B address

3) Class C address

4) Class D address

5) Class E address

Class A Address

The first bit of the first octet is always set to zero. So that the first octet ranges from 1 —127. The class A
address only include IP starting from 1.x.x.x to 126.x.x.x. The IP range 127.x.x.x is reserved for loop back
IP addresses. The default subnet mask for class A IP address is 255.0.0.0. This means it can have 126
networks (27-2) and 16777214 hosts (224-2). Class A IP address format is thus:
ONNNNNNN.HHHHHHHH.HHHHHHHH.HHHHHHHH.

Class B Address

Here the first two bits in the first two bits is set to zero. Class B IP Addresses range from 128.0.x.x to
191.255.x.x. The default subnet mask for Class B is 255.255.x.x. Class B has 16384 (214) Network
addresses and 65534 (216-2) Host addresses. Class B IP address format is:
1ONNNNNN.NNNNNNNN.HHHHHHHH.HHHHHHHH

Class C Address

The first octet of this class has its first 3 bits set to 110. Class C IP addresses range from 192.0.0.x to
223.255.255.x. The default subnet mask for Class C is 255.255.255.x. Class C gives 2097152 (221)
Network addresses and 254 (28-2) Host addresses. Class C [P address format is:
110NNNNN.NNNNNNNN.NNNNNNNN.HHHHHHHH

Class D Address

The first four bits of the first octet in class D IP address are set to 1110. Class D has IP address rage from
224.0.0.0 to 239.255.255.255. Class D is reserved for Multicasting. In multicasting data is not intended
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for a particular host, but multiple ones. That is why there is no need to extract host address from the
class D IP addresses. The Class D does not have any subnet mask.

Class E Address

The class E IP addresses are reserved for experimental purpose only for R&D or study. IP addresses in
the class E ranges from 240.0.0.0 to 255.255.255.254. This class too is not equipped with any subnet
mask.

IPv6

IPv6 Internet Engineering Task Force GaRT =TT 31T § I§ IPv4 & AT #fF Work &dr & IPV6 #ifasy
% foT reserve § IPv6 128 9w oiaT gIaT &1 3TfAIT, I§ 2 A 128 §cxaic UH & FUIC AT §, S
340.282.366.920.938.000.000.000.000.000.000.000.000 T3H & sRT&X %‘PTET Tesh 3ol &3T IP Address
8T & Fr World & & person &1 SI9THaT 20,000 IP address A Tshar & aF s@% Digit & FH IS &l
TATT & A8l 3&dT & I8 g TR address & 3k T agd dd HHT d& internet operation SIRT IWeT
F for gaca & 31 §IST8T IPv4 point & through 4 {3 Group & define fhar STar § @@ IPv6
hexadecimal number & 8 group # define AT Represent AT SATAT &

2- Physical IP Address / hardware address

Physical IP address & Mack Address & T8 & 8ff ST ST & T des &7 & device FT TS unique
IP Address 81T & I8 QU o¥g ¥ static ip address g T § $Hen 3 8 permanently change &&r forar
S&dT & Windows operating system # mac address¢@s & folTc ommand promp & /getmac
command &I FIET &Y WM S Hehal g. OSI model & 3ER W @ layer 2 (Data link layer) &
hardware addressing ggT &I STl &1 Hardware address s MAC (Media Access Control) address #T
Fed &1 MAC address 3 network interface cards (NIC) 9 hard-code fam Srar &1 MAC address v
size 48 bits 81dT &1 T MAC address hexadecimal form represent foham STAT &1 ST 3eTEIoT A
fem S Ter &

MAC address #I' ggelr 6 digits & NIC (Network Interface Card) & manufacturer @I identify forar Srar
HECH QQW}TIT-ﬂ' 6 bits @' OUI (Organizational Unique Identifier) 87 sgd gl arhr i 6 digits host T
network # uniquely identify e & T JoT &I ST §13T last 6 digits 3 host id Fgd &1 MAC
address & 3ieX Teh FHAT gldl & 3TY T 3T network F AT identify FT Thd gl

Subnetting
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subnetting T Y (T & fOS@d Ua 93 dAcas Y AT &F ¥ 3WF S Do dcais &
RAfATeTa far Srar . 59 ©IE decds F subnetwork AT subnet BT SATAT &. 3T subnetwork JT
subnet &T 39T 3TT9T-37e19T address BT §. 31 ©I¢ network HI FoTd & T subnet mask T TAET
fRIT STAT §. subnet mask & IPTSH &  network address dUT host address & &= differentiate (37X
) F & fAT Ger  fRar ST B, subnet mask ST Shdel Teh HET 364 BIaT § FE identify HTT &
IP address ST hleT AT HET network address § 3iX &l @1 #T9T host address.

. subnet (sub network

WTW%T?%@H%IW%T#WG?W@H%W subnet & faafaa foar
STl &1 AT #, %S Acash H Th a3 dAcah # s AT S § 98 goret dcadh a1 goeie
FET ST &1 Th Tdac  IP network & $$ BIT Aecdsd segment &1 T  logical TS &1 3T
3UANT ITHAN W §3 dcds I B, more efficient T T H AT FATAT §1 each subnet FT own
subnet adress 8IdT § 8 BIC network @l AT & fIT  subnet mask &I TN fHAT ST §.

subnet mask T IP address & network address T2T host address & & differentiate aar & foT
o ST §

subnet mask @ &hdol Teh @& =g 36aeT il § I identify &eAT foh IP address & @isd AT
T network address § 31X @l &T #WT host address.

$CLIC &S wicdsh § dall ¢ Sl s organizations EaRT T ST gl Ycdeh organizations F wicash
S BIC sicas AT Feelc U &l g1 Hehcll § AT devices H Teh GEY & AU communicate el T
3ATT & § . subnet & & communicate e & AT routers & 3TN AT ST §1 Hewic T
PR FATFCIAET ATALTRATIT 3 employed network technology WX A8k aRdr § . point-to-point
subnet @& f3aTSd T Falde A I AT &l &, STafh Teh data center subnet # T & 31ftrh
devices Fde A & v BABA FaAT ST FHAT Tl

Jcdeh organization 379s7 3UART & AT available address space & THAT & iR, S o Taae ST
& a number and size of the subnets ARG a1 & fOT fFFAeR gar &,

&Y organization & TR Teeie AT &1 fAERUT 3F organization & fIT local AT &1 internet
#lole fET organization® Network devices T other organizations & subnet segmentation T
details STTefel T MTTRAT Ae! & .

why use subnetting

ZHAT ST AT 93T S Scdeic popular gam ar @efr IP adress consume gl dTel & AT 37 TFHI IP
adress shortage (F#T) g IR 2&ff THY el & AT @R H AT 3R Tg @IA g a1, 34T WA T
§9eT & TIT subnetting &I ST I,
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Subnetting Benefits
Improve network performance and speed

Reduce network congestion

Boost network security

Control network growth

Ease administration

subnets also helpful to minimize the size of the routing tables on the internet

Disadvantage

Subnetting decreases the total number of IP addresses in the network but may need buying additional
hardware such as a router. So, it may cost lots of money.

subnets @ AT FT & foIT experienced administrative &I T BT &

Supernetting

FRATIT FATEIT & AUl g1 FATEIT &, Tk §9 wAcash H H$ Bl Tdelcash A IS fhar Srarm g
AT #, H$ wicash H Th o3 dAcasn H S5 QA1 S § 5 GoReT Acash a1 oA gl S gl
Supernetting is also known as route summarization and route aggregation.

192.168.1.0/25

192.168.1.128/26

192.168.1.0/24

192.168.1.192/27

192.168.1.224/28

In above example, 8 subnets are summarized in single subnet.

Supernetting #T 39T HET &7 & Route Summarization,® T STaT &, STeT @A network prefixes drer
&g Acdel & AN I single routing entry & SIST SITT &, FIET TG & AIY Ueh YO Alcash I IR FART Fd
gU, Wl Sleadh eMfAe &1 T§ Seo # FfET AR & HHR H FF FIAT § 3R AT NeYehlel ZarT Teradst
AT 1T 3T 3UST & INMHR F o FH T B
U v il whie ¢ S w8 Aol & & solleh &1 [Acie U 981 To7 9018 o Hehell ©
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3STEI0T & folT, T organization 5 1,000 addresses

FI TIIHhT gl §, 39 IR contiguous  class

C sdiish QU ST Wehd €1 organization T gaT 9 &I 3UANT X Teh FReAlcdeh Fall Fehell &l

Advantages of Supernetting

o The size of the router memory table is minimized by summarizing several routing
information entries into a single entry.

o It also increases the speed of routing table lookup.

) Provision for the router to isolate the topology changes from the other routers.

. It also reduces the network traffic.

e It reduces the size of routing updates.
e |t provides a better overview of network.
e |t decreases the use of resources such as Memory and CPU.
e |t decreases the required time in rebuilding the routing tables.

Disadvantages of Supernetting

. The combination of blocks should be made in power 2; alternatively, if the three
blocks are required, then there must be assigned four blocks.
o The whole network should exist in the same class.

. When merged, it lacks covering different areas.
BASIS FOR
SUBNETTING SUPERNETTING
COMPARISON
Basic A process of dividing a A process of combining small

Procedure

Mask bits are

moved towards

Implementation

network into

subnetworks.

The number of bits of
network addresses is

increased.

Right of the default

mask.

VLSM (Variable-length

networks into a larger

network.

The number of bits of host

addresses is increased.

Left of the default mask.

CIDR (Classless interdomain
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BASIS FOR

SUBNETTING
COMPARISON
subnet masking).
Purpose Used to reduce the

address depletion.

SUPERNETTING

routing).

To simplify and fasten the

routing process.
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